YTBEPKOAIO:
,D,Mpe_ljnTO FEOY «CKOLWMUA I-Il Buaa»
Y 3@/ ,jé/ H.B. Hopboesa,
-~ 7.MNpuka3 Ne 1/22 o1 01.09.2020 r.

% %7 Konmenmuus
uHpoOpMANHOHHOH 0e30MacHOCTH HHGOPMAIMOHHOH CHCTEMBI MTEPCOHATBHBIX JAHHBIX
(UCILIn)
Onpepenenns '
Asmomamusuposannas cucmema- CHCTEMa, COCTOAIIAas H3 IIEPCOHAA W KOMIUIEKCA CpEICTB
aBTOMATH3alUH €ro [eATEIbHOCTH, pealu3yromas HHOOPMAIMOHHYIO TEXHOJIOTHIO BBITOIHEHHS
yCTaHOBJIEHHBIX (yHKIIMH,
besonacnocmy  nepconanvHuix OAHHLIX - COCTOSHHE 3aIMUINCHHOCTH II€PCOHANBHBIX JaHHBIX,
XapaKTEpPU3yeMOe CIIOCOOHOCTBIO IIOJIb30BaTENeH, TEXHHYECKMX CPeINCTB W HH()OPMAIMOHHBIX
TEXHOJIOTUH 00eCIeYHTh KOHPHACHITHATBHOCTD, IIETOCTHOCTE U JIOCTYITHOCTE TIEPCOHAIIFHBIX JIaHHBIX
npu ux o6paboTke B WHPOPMAIMOHHBIX CHCTEMAaX INEpPCOHAIBHBIX [aHHBIX. hArokuposanue
NePCOHANbHBIX  OGHHBLIX - BPEMEHHOE IpeKkpamieHue cbopa, CHCTeMaTH3allMM, HaKOIJICHHS,
HCIOb30BaHMsA, PACIPOCTPAHEHHUS, IIEPCOHATIBHBIX JaHHBIX, B TOM YHUCIIE UX NIEPEIavH.
Bupyc (kxomnviomepnulil, npozpammislii) - HCTIONMHAEMBIH IPOTpaMMHEIHN KOJ| HJIH HHTEPIPETHPYEMEIH
Habop WMHCTPYKIHH, oO0nagalomuil CBOWCTBAMH HECAHKIIHOHHPOBAHHOTO pPACIpPOCTPAHEHHS U
camoBocnpousBeneHus. Co3paHHble IyOMHKATHl KOMIBIOTEPHOTO BHpyca HE BCErZa COBIIANAIOT C
OPUTHHAJIOM, HO  COXpaHSIOT  crnoco0HOCTH K JanbHeHmemMy — pacIpOCTpaHEHHIO W
CaMOBOCIIPOH3BEJIEHHUIO.
Bpeodonocwaa  npospamma - Iporpamma, npeaHa3HaueHHas IS OCYIIECTBICHUS
HECAHKIIMOHHPOBAHHOTO JOCTYNa W / WM BO3JACHCTBHS Ha NEPCOHAILHBIE JAaHHBIE HIIH PECYDPCHI
HHGOpMAITHOHHON CHCTEMBI IIePCOHANTBHBIX JaHHBIX.
Hocmyn 6 onepayuonnyio cpedy xomnviomepa (UHGOPMAYUOHHOU CUCMEMbl NEPCOHATLHBIX OAHHbIX)
— TOJyYeHHe BO3MOMHOCTH 3allyCKa Ha BBINOJHEHHWE INTATHBIX KOMaH, (QYHKIMM, Ipouenyp
OIEPAIMOHHOM CHCTEMBI (YHHUTOXKEHHS, KOITUPOBAHHS, EPEMEIEHUS ! T.I1.), HCIOIHAEMBIX (ailoB
IPUKIIATHEIX IPOTPaMM.
Jocmyn k ungopmayuu - BO3MOXHOCTE TOTyUeHHS HHGOPMAIUH U €€ HCIOIb30BaHHsL.
3axnadounoe ycmpoticmeéo - SIEMEHT CpelcTBa CheMa MHGOPMAIMH, CKPBITHO BHEIPAEMBbIH
(3akiagpIBaeMbldi KM BHOCHMBIM) B MeCTa BO3MOJXKHOIO CheMa HH(OpManud (B TOM 4YHCIE B
OrpaxkeHue, KOHCTPYKIHIO, 060opynoBaHKe, IPeIMEThI HHTEphepa, TPAHCIIOPTHEIE CPEICTBA, a TaKKe
B TEXHHUYECKHE CPEICTBA U CHCTEMBI 06paboTku HHMopMalun).
3awuyaeman ungopmayus - AHOOPMAIHS, IBILTIOMIASICS IPEIMETOM COOCTBEHHOCTH M IOZJIEKANIast
3alliTe B COOTBETCTBHM ¢ TpeOOBaHWSAMH IIPABOBBIX IOKYMEHTOB WM TpeOOBaHHAMH,
yCTaHABIHBAEMBIMH COOCTBEHHHMKOM HH(OPMALIHH.
Hoenmugurayus - TpaCBOeHUE CyObeKTaM 1 00BEKTaM JOCTyIa HACHTH(HHUKATOPa U / HIIH CPAaBHEHHE
IPENBABILEMOro HASHTA(GHKATOpA C MEPEeIHEM [TPUCBOSHHEIX HICHTH(QHUKATOPOB. HHopmamuenwiii
cuzHan - DIEKTPHUECKHI CHTHAJI, aKyCTHYeCKHe, 2IeKTPOMarHuTHEIE U [Apyrue (QU3nYecKHe MO, 110
napaMeTpaM KOTOPBIX MOXET OBbITh pacKpbITa KoH(HUIeHIHanbHAd HHGOpMalMs (TMEPCOHAIBHBIE
naHuble), oOpabaThiBaeMas B HHQOpPMALIMOHHON CUCTEME IIEPCOHABHBIX JaHHBIX.
Hugpopmayuonnan cucmema nepconanvelx Oanubix (UCII[H) - wnHbOpManuoHHAsS CHCTEMA,
TIpe/ICTaBIAIOMmAs cO60H COBOKYITHOCTH MEPCOHAIBHBIX NAHHBIX, COIEpKamuXcs B Oase NaHHBIX, a
TaKke WHGOOPMAIIMOHHBIX TEXHONOTHH H TEXHHYECKHX CPEZICTB, IMO3BOJISIOIINX OCYIIECTBIATH
06paboTKy TAKMX NEPCOHANBHBIX NAHHBIX C MCIONB30BAHHEM CPEICTB aBTOMAaTH3aluMd Him Oe3
HCIIOIB30BaHKsA TakuxX cpeacTs (cT.3 m.9 No 152-D3).
Hupopmayuonusie mexnonozuy - TPOLECCHl, METONB IOMCKa, cOopa, XpaHenus, 00paboTKH,
IPEI0CTaBIIECHHs, PACIIpOCTpaHeH:us] HHQOPMAIMH H CIOCOObI OCYIIECTBJICHHS TaKHX IPOLECCOB H
METOJIOB.
Hcnonvzosanue nepconanvhblx OaHublx — JeHCTBHA (OTepaiyHi) ¢ IepCOHANBHBIMH JIaHHBIMH,
COBEpIIAEMBIC ONEPATOPOM B MEJSIX NPHHATHS pPEIIEHHH WM COBEPIICHHS HHBIX [ICHCTBHH,
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HOPOKIAIOIMUX IOPHIHYECKHE IOCIEICTBUS B OTHOIIEHUH CYyOBEKTa NEPCOHANBHBIX NAHHBIX WIIH
Opyrux jun aubo MHBIM 00pa3oM 3aTparmBaromuX npaBa u cBoOOMbl CyOBEKTa MEPCOHAIBHBIX
JaHHBIX WM Apyrux jui (cr.3 1.5 @DenepanbHbld 3akoH oT 27 mroms 2006 r. Ne 152-03 «O
IIEPCOHANBHBIX JIAHHBIX ).

Hemounux yeposvr bezonacHocmu ungopmayuu — cyOBEKT HOCTYIA, MATEPHATBLHBIH OOBEKT HIIH
(usnyecKoe SBICHNE, ABIIIOIIECS IPUYHHOM BO3HHKHOBEHHUS YTPO3EI O€30IIaCHOCTH HH(POPMALIHH.
Konmponupyemas 30ma — TPOCTPaHCTBO (TEPPUTOPHS, 3JaHHE, YACTh 3[aHHs, ITOMEIIECHHE), B
KOTOPOM HMCKJIIOYEHO HEKOHTPOJIHMPYEMOE IpeOBIBaHUE ITOCTOPOHHUX JIMIL, a TAKXKE TPAHCIIOPTHBIX,
TEXHUYECKHX M MHBIX MAaTEpHAILHBIX CPEICTB.

Konguoenyuanonocme nepconanvHeix OauHeix — 00s3aTeNIbHOE ISl COOIFONEHHS OIIEPaTOPOM HIIH
HHBIM NOTYYMBIIHM JOCTYH K NEPCOHANLHBIM [AaHHBIM JHMIOM TpeboBaHHE HE MHOIMYCKaTh HX
pacnpocTpaHeHHE Oe3 cormacus CyOBheKTa IEepPCOHAIBHBIX JAaHHBIX WM HAIHYAS WHOTO 3aKOHHOTO
OCHOBaHHSL.

Meowccemesoii skpan — IOKambHOE (OZHOKOMIIOHEHTHOE) WM (YHKIMOHAIBHO-pACHpeeIeHHoe
mporpaMMHOe  (IIpOrpaMMHO-allllapaTHOE) CPEeACTBO (KOMIUIEKC), pealu3ylollee KOHTPOJIb 3a
uHpOpMaleH, mnocTynammei B WHOOPMAIMOHHYIO CHCTEMY IIEpCOHANBHBEIX MOAHHBEIX W / WIH
BBIXOIAIIEH U3 HHPOPMALIHOHHON CHCTEMBI.

Hapywumenv 6e3onacnocmu  nepcoHanvuvlx OaHHLIX — (QH3WYECKOE JIHMIIO, CIy4alHO WIIH
IpeJHaMEpPEeHHO COBepIIalomee AeHCTBHUS, CIEICTBHEM KOTOPBIX SBIISETCS HapylleHHe 6e30MacHOCTH
MEPCOHANIBHBIX JAHHBIX NIPH UX 00paboTKe TEXHUYECKHUMH CPENCTBAMHU B HHPOPMAIIMOHHBIX CHCTEMAX
NEPCOHATBHBIX JAHHBIX.

Heasmomamusuposanuas odpabomka nepconanvhbix Oanneix — 00paboTka MEepPCOHATIBHEIX JAHHLIX,
comepKamuxces B UHGOPMALMOHHON CHCTeMe IEePCOHATBHBIX JTAaHHBIX JIUOO HM3BJIEYEHHBIX M3 TaKOH
CHCTEMBI, CUHMTaeTICs  OCYINCCTBICHHON  ©0e3  HMCIIONB30BaHHS  CPEACTB  aBTOMATH3AIMH
(HeaBTOMATHU3MPOBAHHOH), €CIIH TaKHe NeHCTBHS C IIePCOHATLHBIMH NaHHEIMH, KaK HCIIOJIb30BaHHE,
YTOYHEHHE, pPacIpOCTpaHEHHE, YHHYTOXKEHHE MEPCOHATBHBIX MAHHBIX B OTHOLICHUH KaXIOr0o H3
CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIISIOTCS IIPH HEIOCPEICTBEHHOM YYACTHH YeJIOBEeKa
(ITocranoBnenue [IpaputensctBa Poccuiickoit @eneparuu ot 15.09.2008 r. Ne 687 «O6 yTBEpKACHUU
[Tomoxenuss o6 ocobeHHOCTSX 00pabOTKM TEpPCOHANBHBIX MaHHBIX, OCYyIIecTBIsgeMo# 0e3
UCIIOIb30BAHHUS CPEICTB ABTOMATH3AIIMH Y.

Heoexnapuposannwvie 6o3mooicnocmu — (QyHKIHOHAIBHBIE BO3MOXKHOCTH CPEICTB BBIMHCIHTEIBHOH
TEXHHKH, HE OIHCAHHBIC WJIH HE COOTBETCTBYIOIIUMH OINHCAHHBIM B JOKYMEHTALUWH, IIPH
UCIIOJIB30BAHUN KOTOPBIX BO3MOYKHO HApylIeHHe KOH()HISHIHAIBHOCTH, MOCTYIIHOCTH WM
nenoctHocTH obpabarteiBaeMoit HHGOPMALIHH.

Hecanxyuonuposanueiii docmyn (HecankyuoHUpoeanuvie Oelicmeus) — NOCTYN K HHPOpPMAUUH HIH
neficTBus ¢ mH(OpMAaIMEH, HapylIaloImMe IIPaBHUia pa3TpaHHYeHHS IOCTYIa ¢ HCIONb30BAHHEM
INTATHBIX CPENICTB, IPEIOCTARIAEMEIX HHPOPMAITHOHHEIMA CHCTEMaMH IIEPCOHANBHEBIX JaHHEIX.
Hocumenv ungopmayuu — pusndeckoe AUIO HIH MaTepHaIbHBI 00BEKT, B TOM Wicie Gu3nyeckoe
mmoyie, B KOTOpOM HH(OpMAaIis HaXOJWT CBOE OTPa)KCHHE B BHAE CHMBOJIOB, 00pa3oB, CHTHAIOB,
TEXHUYECKUX PEIeHHH U MPOIECCOB, KOJMYECTBEHHBIX XapaKTePUCTUK (PU3HMIECKUX BETTHYHH.
Obesnuyusanue nepcoHanbHblx OGHHBIX — NEHCTBUSA, B PE3YNBTATE KOTOPLIX HEBO3MOXKHO OIPENIEIUTh
IIPUHAIJIECKHOCTh NEPCOHATBHEIX JNaHHBEIX KOHKPETHOMY CYOBEKTY NMEepCOHANbHBIX AaHHBIX (CT.3 1.8
®enepanpHbrii 3akoH 0T 27 wromng 2006 . Ne 152-03 «O mepcoHATBHBIX TaHHBIX»).

Obpabomka nepcoHanvHbIx OaHHLIX — NeHCTBUA (OIEepanuy) ¢ IepcoOHATLHBIMH JaHHBIMHE, BKIIOYAs
cbop, cHCTeMaTH3alHIO, HAKOIUIEHWEe, XpaHeHWe, YTouHeHHe (OOHOBIEHHE, HM3MEHEHHE),
UCIIOJIb30BAHKE, pacnpocTpaHeHne (B TOM HHUCIe Iepelnady), oOe3MMUMBaHHE, ONOKUPOBAHUE U
YHHYTOKEHHE [IEPCOHANBHBIX MaHHBIX (CT.3 1.3 Penepanbubiii 3akoH oT 27 uons 2006 . Ne 152-03
«O TIepcOHATBPHBIX AaHHBIX ).

ObwedocmynHule nepcoHanbrble 0auHble — IIEPCOHANBHBIE JaHHEIE, JOCTYIl HEOIPAHUYEHHOTO Kpyra
JHIl K KOTOPBIM IPENOCTaBIIEH C corjacud cyObeKTa NEpCOHATBHBIX INaHHBIX HJIH Ha KOTODBHIE B
COOTBETCTBHH ¢ (helepalbHEIMH 3aKOHAMH He pachpocTpansercs TpeboBaHue cobOmroneHus
KoHbuIeHIansHOCTH (¢1.3 .12 ®@enepanbubni 3akoH oT 27 wmrons 2006 1. Ne 152-@3 «O
NEPCOHATBHBIX JaHHBIX»).



Onepamop  (nepcoHanvbHelx OdHHBIX) — TOCYAAPCTBEHHBIH OpraH, MYHHULMIIAJBHEI OpraH,
IOpEaYecKoe WM (GM3WYECKOe IO, OPraHM3ylomee W / HIH OCyIIecTBIIomee 00paboTKy
NEePCOHATBHBIX JaHHBIX, a TAKKe OIpPEIENSIOmKe LeNd H cojepkaHue oOpabOTKH NEepCOHATBHBIX
naHHbIX (cT.3 1.2 @enepanbHblii 3aKoH oT 27 uromst 2006 r. Ne 152-D3 «O nepcoHalbHBIX JaHHBIX®).
Ilepexsam (ungpopmayuu) — HeNpaBOMEpHOe MOJIy4YeHHe HWHOOPMALHKH C HCIOJIB30BAHHEM
TEXHUYECKOTO CPEICTBA, OCYIIECTBILIOINEro oOHapyxeHue, mpueM U o0paboTKy HHGOPMAaTHUBHBIX
CHTHAJIOB.

Ilepconanvuvie Oannwble — mobdas “HGOpMaILHs, OTHOCAIIAACS K ONPENEICHHOMY HIIH ONPENEIIIEMOMY
Ha OCHOBaHWM Tako¥ wWHopMaruu ¢uzndeckoMy ULy (cyOBEKTY NEpCOHAIBHBIX HAHHEIX), B TOM
gqucie ero (pamuius, MMs, OTYECTBO, IO, MECSIl, Jara M MeCTO DPOXKIeHHs, aapec, ceMelHoe,
COLMAIBHOE, UMYIECTBEHHOE IT0JIOkKEeHHe, oOpazoBaHue, npodeccus, J0XOAbl U Ipyras HHpopManus
(c1.3 .1 @enepansubi 3akoH OT 27 uromnst 2006 r. Ne 152-@3 «O nepcoHaTIBHEIX JaHHBIX)).
Iobounvie s3nexmpoMazHUmMHbIe UILYYEHUS U HABOOKYU — DIIEKTPOMArHUTHEIE H3JTyUEeHHS TEXHUUECKUX
cpeactB 06paboTky 3anqriaemMoil HHGoOpMaIMy, BO3HUKAIONME Kak 1000YHOE SBICHUE U BHI3BAHHBIC
SIEKTPHYECKHMH CHTHAJIAMH, IEHCTBYIOIIMMH B MX 3JICKTPHYECKUX M MACHHTHBIX LEISX, & TaKKe
SJIEKTPOMArHUTHBIE HABOAKH OTHX CHTHAJIOB HA TOKOIPOBOISAINUE JHHHUH, KOHCTPYKLIMH H ILEMH
MTHTaHUA.

Honvzo06ameny uHGOPMayUoOHHOT CUCHEMbL NEPCOHANbHBIX OAQHHbIX — JHIO, YYacTBYIOIIEE B
(OYHKIHOHAPOBaHHH WHGOPMAIIMOHHOH CHUCTEMBI MEPCOHAIBHBIX [AHHBIX MM HCIIOIB3YIOMEe
pe3yJbTaThl €¢ (yHKIIHOHUPOBAHMYS.

Ilpasuna pasepanuvenus Oocmyna — COBOKYIHOCTH IIPaBHJI, PErNIaMEHTHPYIOIIMX IIpaBa JOCTyIa
CyOBEKTOB J0OCTyIIa K 00BEKTaM AOCTYIIA.

Ilpoepammuas 3axkiadka — KOI TPOTPAaMMBl, MPEIHAMEPEHHO BHECEHHBIH B IIPOrpaMMy C LEJBIO
OCYINECTBHTL YTE€UYKY, H3MEHHTH, OJOKHPOBaTh, YHWYTOXKHTH HH(OPMAUMIO HIH YHHYTOXUTH H
MOIH(HIUPOBATE IIporpaMMHOe obecreueHie HHHOPMAITHOHHONR CHCTEMBI IEPCOHANBHBIX JaHHBIX H
/ v 6IIOKUPOBAThH almapaTHbIE CPEACTBA.

IIpozpammuoe (npozpammHo-mamemamuyeckoe) o3oeticmeue — HeCAHKIIMOHUPOBAHHOE BO3ACHCTBHE
Ha pecypchl aBTOMAaTH3HPOBAHHOH WHPOPMAIMOHHON CHCTEMBI, OCYLIECTBIIAEMOE C HCIONIBE30BAHAEM
BPEIOHOCHBIX IIPOIPaMM.

Pacnpocmpanenue nepconanvHulx OaHHuix — JEHCTBUS, HAlpaBIEHHBIE Ha NEPEfavy IE€PCOHATBHBIX
JAHHEIX ONpeAeleHHOMY Kpyry NHI (Tepenada NEpCOHANIBHBIX [JAHHBIX) HIM HA O3HAKOMIICHHE C
IIEPCOHAIBHEIMHE JAHHBIMH HEOrPAHHYEHHOT0 KPyTa JIAI, B TOM uHciIe 00Hapoq0BaHUE EPCOHABHEIX
JIAaHHBIX B CpelcTBax  MAaccoBOM  WHGOpMAaluM, pasMenieHHe B HH(QOPMAlHOHHO-
TEJIEKOMMYHHKALMOHHEBIX CETAX MM IPEJOCTABICHHE IOCTYTa K IIEPCOHANBHBIM JaHHEIM KaKHM-TH00
HHEIM crrocoboM (c1.3 m.4 No 152-@3).

Pecypc uncpopmayuonnoti cucmemvi — WMEHOBAHHBIM SIIEMEHT CHCTEMHOTO, MPUKJIAJHOTO HIH
anmapaTtHoro obecredenus GyHKIHOHHPOBAHUSA HHPOPMAIMOHHOH CHCTEMEL.

Creyuanvhble Kamezopuu NEPCOHANbHBIX OAHHBIX — TIEPCOHANBHBIE JaHHbIC, KACAIOIMHUEeCs PaCOBOH H
HAlMOHANBHON INPHHAMIEKHOCTH, MOJHTHYCCKHX B3IVIAIOB, PENTUTHO3HBIX MM  (HIOCO(CKHX
yOeKIeHuH, COCTOSHUS 300POBbs U HHTUMHOH XH3HU CYOBEKTa MEPCOHATBHEIX TaHHBIX.

Cpedcmea eeruuciumenvHoil mexHuKy — COBOKYITHOCTb IPOIPAMMHBIX M TEXHHYECKHX 3JICMEHTOB
cucTeM 00pabOoTKH HaHHBIX, CIIOCOOHBIX (YHKIMOHHPOBATh CaMOCTOSATENIEHO HIIH B COCTaBE APYTHX
CHCTEM.

Cybvexm Oocmyna (cybvekm) — JNHIO HIH TpoIecc, ACHCTBHA KOTOPOTO periaMEeHTHPYIOTCH
MPaBUIaMHU pas3rpaHuueHHs JOCTYIIA.

Texnuueckue cpedcmea UHQOPMAYUOHHOU CUCHEMbL NEPCOHANbHBIX ~ OAHHBIX — CPEICTBA
BEIUHCIIHTEIBHOM TEXHHWKH, HH(GOPMAIHOHHO-BBIYUCINTENRHBIE KOMIIIEKCH H CETH, CpeAcTBa H
CHCTEMBI Ilepenaun, npuema u o6pabotku I1/[g (cpencTsa u CHCTEMBI 3BYKO3AIIHCH, 3BYKOYCHJICHHU,
3BYKOBOCIIPOU3BEICHNS, IIEPErOBOPHBIE M TEIEBH3MOHHBIE YCTPOMCTBA, CPE/ICTBA H3TOTOBJICHHS,
TUPAKUPOBAHKS JOKYMEHTOB W IPYIHE TEXHHYECKHE CpelcTBa 00pabOTKH pevyeBOH, rpadmuecKoi,
BHIEO- H OykBeHHO-IHGPOBOM HHGbOPMALMY), IIPOTPaMMHbIE CPEJICTBA (ONEPAllHOHHBIE CHCTEMEL,
CHCTEMBI YNpaBlicHHs 0a3aMH MaHHBIX H T.II.), CPEACTBA 3aMIMTHI HHPOPMALHH, TPUMEHSEMBIE B
HHGOPMALMOHHBIX CHCTEMax. TexHuueckull Kanan Ymeyku uH@opmayuy — COBOKYITHOCTh HOCHTEIA
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uHbopmanuu (cpencTBa 00paboTKM), (H3UYECKOH Cpempl paclpOCTpaHeHHs WH(DOPMATHBHOTO
CHTHaJIa ¥ CPEZCTB, KOTOPBIME H0OBIBAaETCS 3aIIKIaeMas HHPOpPMAaITHsL.

Tpancepanuynasn nepedaua nepconanvHulx OaHHBIX — TIepeiada IepPCOHANBHBIX JIAaHHBIX OMNEPaTOpPOM
yepe3 locymapcTBenHyro rpanuny Poccuiickoit @enepauud oprady BIacTH HHOCTPAHHOIO
rocyfapcrsa, (QH3MYECKOMY WJIH FOPUJAMYECKOMY JIMIY HHOCTPAHHOro rocymapctBa (cr.3 m.1l
®enepansei 3akoH o1 27 utons 2006 r. Ne 152-03 «O nepcoHaIbHBIX JAHHBIX ).

Yeposwr 6esonacnocmu nepconanvHuix Oannbix — COBOKYITHOCTE YCIIOBHH M (HaKTOpPOB, CO3MAFOIIHX
OMacCHOCTH HECAHKI[MOHHPOBAHHOIO, B TOM YHCJIE CIIy4alHOro, JOCTYIa K NEPCOHATBHBIM JIaHHBIM,
pe3yIbTaToM KOTOPOro MOMKET CTaTh YHHUYTOXKCHHE, H3MCHEHHE, ONOKHMpOBaHHE, KOIMPOBaHHUE,
pacIpocTpaHeHHE IEPCOHANBHBIX NaHHBIX, a TaKyKe WHBIX HECAHKIMOHHPOBAHHBIX NEHCTBHH IIPH HX
obpaboTke B HHOOPMAITHOHHOM CHCTEME IIEPCOHANTBHBIX TaHHBIX.

Yuuumooicenue nepconanvuvix  Oanneix — [NeHCTBHS, B pe3yNbTareé KOTOPBIX HEBO3MOXKHO
BOCCTAHOBHTH COJEpXKaHHE IMEPCOHAILHLIX NAHHBIX B HMHGOPMALMOHHOM CHCTEME MepCOHABHBIX
JAHHBIX MM B pe3ylbTaTeé KOTOPBIX YHMYTOXKAIOTCS MAaTepPHAIbHBIE HOCHTENH IE€PCOHATBHBIX
JIAHHBIX.

Vmeuka (3awpuwjaemoti) ungopmayuu no mexHuveckum KAHAIAM — HEKOHTPOIHPYEMOE
pacmipocTpaHeHue HHGOPMAIMK OT HOCHTENs 3amuiiaeMol uHGopManuu dyepes GUIUYECKYIO cpeay
JI0 TEXHHYECKOTO CPEICTBA, OCYLIECTRILIFOIIErO EpexBaT HHOPMALHH.

Yaseumocmev — cnabocTh B CPEACTBax 3aIMTBI, KOTOPYKD MOXHO HCIIONB30BATH IJISI HAPYLIEHHS
CHCTEMBI UJTH CoJiepIKalneiics B Helt mHopMAaIIun.

Ilenocmnocmy  ungopmayuu  —  CIOCOOHOCTH  CPENCTBA  BBIUHCIHTENIBHOH  TEXHHMKH
HIIMABTOMATH3HPOBAHHOH CHCTEMBI OO0EClIeYdBaTh HEW3MEHHOCTh HWH(GOPMANMH B  YCIOBUSIX
CITy4aifHOTO W/WIIH IpeIHAMEPEHHOr0 HCKaXKEHUS (pa3pyIIcHHS).

OGo3Ha4deHHs U COKPAMIEHHs

ABC - aHTHBUpYCHBIE CpEJICTBA

APM - aBToMaTH3UpOBaHHOE paboyee MECTO

BTCC - BcmoMoraTenbHBIE TEXHUUECKHE CPEICTBA H CHCTEMBI

UCIIn - nadopManoHHas cHcTeMa MepCoOHATBHEIX JaHHBIX

K3 - korTpOIHpyemas 30Ha

JIBC - noxayipHas BEIUHCIATEIBHAS CETh

MD - MexCceTeBOH 3KpaH

HCJI - HecaHKIIMOHUPOBAHHEIA JOCTYTI

OC - onepanoHHas cUCTEMA

[111 - nepcoHaIBHEIE JaHHBIE

[IMB - nporpaMMHO-MaTeMaTHYECKOE BO3AECHCTBHE

1O - mporpammHuoe obecriedeHne

[ITOMMUH - nobouHkle 31eKTPOMarHUTHEIE U3ITyYEHUS U HABOIKH

CAS3 - cHcTeMa aHaTH3a 3alUIeHHOCTH

C3MU - cpencrBa 3aiuThl HHGOpPMaIUK

C3I1Ix - cucreMa (moacucTeMa) 3alHUTHI IEPCOHAIBHEIX JaHHBIX

COB - cucrema obHapyXeHHI BTOPKEHHH

TKVYU - TexHHYECKHE KaHAIBI YTEUKH HHPOpMALIUK

VYBITJIH - yrpo3sl 6e30MacHOCTH IIEPCOHANBHBIX JaHHBIX

OCTIK Poccuu - PeepasibHas city0a 0 TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

1. Brenenue

Hacrosmas Konuenmus undopmanuonnoi 6GeszonacHoctd VMCI[lr TBOY «CKOILIM I-1I
BUA», ABISETCA JIOKATLHEIM HOPMATHBHEIM akToM. Hacrosmas KoHmemmus omnpeznenseT OCHOBHBIC
HEeNd ¥ 3alayd, a Takke OOIIYI0 CTpaTerdio IIOCTPOEHHs CHCTEMBI 3alMTHI MEPCOHATBHBIX JaHHBIX
(C3I1/T1) TBOY «CKOIIX I-II Bumay. KOHUENIHS OMpeNeIsieT OCHOBHbIE TpeOGoBanus u Ga3oBbic
MOXOMBl K HMX Ppeamu3alliy, UL JOCTHXKEHHs TpeOyeMoro ypoBHs 0e30MacHOCTH HHpOpMAIWH.
Kormnemnmus pa3paboTaHa B COOTBETCTBHH ¢ CHCTEMHEIM IIOJXO0ZI0M K 00ecnedeHuio HH(OpMaIOHHOH
GesomacHocTd. CHCTEMHBIM IIOAXOA IIPEANONaraeT MPOBENEHHE KOMIUIEKCA MEPOIpPHSATHH,
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BKJTIOYAIOIHX HCCIIEN0BaHHE YIPo3 HHOOPMAHOHHOH 0e30MacHOCTH U pa3paboTKy CHCTEMBI 3aIlHUTEI
[1JIx, ¢ TO3WIMHM KOMIUIEKCHOTO IPUMEHEHMS! TEXHHYECKHX H OpPraHM3al(HOHHBIX MEpP H CPEICTB
samuthl. [loj uHopMaumnonnoit 6ezonacHocThio [I/IH MOHMMAETCs 3alIMIIEHHOCTE [EPCOHANIBHBIX
JAHHBIX B oOpaOarbiBaroineldf WX HHQPACTPYKType OT JHOOBIX ClOy4aHHBIX HJIM 3JI0HAMEPHBIX
BO3/IEHCTBHH, Pe3yNbTATOM KOTOPBIX MOXKET SBHTHCS HaHeceHHe ymepba camolt HMHpOpMaluH, ee
BianenblaM (cyosexram I1J[H) uinm uadpacTpykType.

3anaun uHGOpMATHOHHOH GE30IIaCHOCTH CBOAATCA K MHHHMH3AlMH yIiepbda OT BO3MOIKHOM
peanuzanuu yrpo3 6ezomacHoctu I1JIH, a Takxe K IPOTHO3MPOBAHHIO M NPEAOTBPAIIEHHIO TaKHX
BO3IECHCTBH.

KoHIEnus CIyKUT OCHOBOM Ui pa3paOoTKH KOMIIJIEKCAa OPraHM3alMOHHBIX U TEXHUYECKHX
Mep 1o obecredenuio uHbOpManuonHol OesomacHoctH 'BOY «CKOIIM I-II Buma», a Takxe
HOPMATHBHBIX M METOIHYECKHX [OKYMEHTOB, 00€CIIEUHBAIOIINX €€ PealH3al IO, H He MPEIIoIaracT
moaMeHbl (YHKIMH rocyapCTBEHHBIX OpraHoB BiacTH Poccuiickod ®@enepanuu, OTBEYAIOLIMX 32
obecreyenre Ge30nacHOCTH HHYOPMAITHOHHBIX TEXHOJIOTHH 1 3aIMUTY HHOOPMALKH.

KoHuenuus ABIS€TCS METOAOIOTHYECKOH OCHOBOM JIJIS:
- (OpMHUpOBaHHS W IPOBEIEHHS €IUHOH TOMMTHKH B 0bmacTu obecmedenns GezomacHocTH [I/[n B
WUCIIOu I'BOY «CKOILN I-1I Buga»;
- IPHHSTHS YIPABICHUYECKUX PEIICHHH U pa3paboTKH MMPaKTHYECKUX MEP M0 BOILUIOMICHHIO TOJHTHKH
OezomacHocty IIJlH ¥ BeIpaOOTKH KOMIUIEKCA COTJIACOBAHHBIX MEpP HOPMATHBHO-IIPAaBOBOTO,
TEXHOJIOTHYECKOT0 ¥ OpraHH3allMOHHO-TEXHHYECKOT0 XapakTepa, HAallpaBlIEHHBIX HA BBIABJICHHE,
OTpaKeHHE W JIMKBHIAIHIO TOCIIEACTRBUH pealn3aluy pa3IHuHbX BUnoB yrpos [1/1x;
- KOOpIHMHALMH JESTENBHOCTH CTPYKTypHBIX mnompaszmenenuii IBOY «CKOIIM I-II Buma» mpu
npoBeneHuH pabot no passutHio U skciutyaramun UCII/IH ¢ cobmonennem TpeboBaHui obecreueH s
6ezonacuoctu [1/1H;
- pa3paboTKH IPEINIOKEHUH IO COBEPIICHCTBOBAHHIO IIPABOBOIO, HOPMATHBHOIO, METOIHYECKOTO,
TEXHHYECKOTO U OpraHu3annoHHoro obecnedenns 6esonacnoctu [T 8 UCTIH.

2. OOmue 1oN0KeHHS

Hactosmas KoHuemnmus omnpezeiseT OCHOBHEIC IIETH W 3aadd, a Takke OOIIyI0 CTPATErHio
IOCTPOEHHs CHCTeMbl 3amuThl mepcoHambHeIX JaHHBIX (C3I1[JH) I'BOY «CKOIIW I-1I Buma», B
coorBeTcTBUH ¢ [Tepeunem UCIL/TH.

KoHIenus onpeaessieT 0CHOBHbIe TpeOoBaHuA K 0a3oBble IMOAXOABI K MX peaau3alluy, i
nocTHXkeHHs TpebyeMoro yposHsa Oezonmacuoctd wuu(opmaruu. C3I[1[IH mnpencrasmser coboi
COBOKYNHOCTh ~OpraHH3alMOHHBIX ¥ TEXHHYECKHX MeponpusTud mna  sammrtel [[JlH ot
HENPaBOMEPHOIO WM CJIy4alHOro [OOCTYIa K HHUM, YHHYTOXKEHHMS, H3MEHEHHs, ONOKMpOBaHWI,
KONMpPOBaHHUs, pacmpocTpanenust [1J[H, a TakKe HHBIX HENPABOMEPHBIX JCHCTBHH ¢ HIMH.

BezornacHOCTE TIEPCOHATBHBIX JTAHHBIX NOCTUTAETCA IyTeM HUCKITIOUCHHA
HECAHKIIHOHHPOBAHHOI0, B TOM YHCJIE CIIy4alHOro, JOCTYNA K IEPCOHABHEIM JaHHBIM, Pe3yJIbTaTOM
KOTOPOTO MOJKET CTaTh YHHYTOXEHHe, U3MEHCHHE, OJIOKHPOBaHME, KOIHUPOBAHUE, PACIIPOCTPAHEHHE
TICPCOHANBHBIX IAHHBIX, @ TAK)KE HHBIX HECAHKIIHOHMPOBAHHEBIX JICHCTBUM. Crpykrypa, cocTaB U
ocuoBubie Gymxuum C3[I[IH onpepenstores uexons u3 kmacca MCIIa. C3I[1[Je BrmouaeT
OpraHH3alldOHHBIE MEphl W TEXHHYECKHEe CPEACTBAa 3alMTH HHGOpMauud (B TOM 9HHCIE
i poBalIbHbIE (xpunrrorpaduyeckue) CpelncTsa, cpencTaa IpeIOTBpaIleH
HECAHKIHOHHPOBAHHOTO JOCTYIA, yTeUKd HH(GOPMAIHH IO TEXHHYECKHM KaHallaM, IpOrpaMMHO-
TeXHUYECKHX BO3JCHCTBHI Ha Texmuueckue cpencTBa obpabortku IIJIH), a TakKe HCIOIB3YEMBIC B
HH(GOPMAIHOHHOM crcTeMe HHPOPMAITHOHHBIE TEXHOJIOIHH.

OTH MepHI IPH3BaHbl 00ECIICUHTE:

- KOHOHIEHIHATBHOCT HHGOPMALMY (3AIIHATA OT HECAHKI[HOHHPOBAHHOTO O3HAKOMJICHHS);

- [eJIOCTHOCTh MH(OPMALHHA (AKTYaIBPHOCTh H HEIIPOTHBOPEYHBOCTE HHGOPMAIHH, €€ 3allHINSHHOCTE
OT paspyLICHHs H HECAHKI[HOHUPOBAHHOIO H3MEHEHH),

- JOCTYmHOCTh HHpOpMauud (BO3MOXKHOCTH 3@ NPHEMIEMOE BPEMs TOJIYYATh = TpedyeMyro

HH()OPMAITMOHHYIO YCIYTY).



Cranun cospanusa C3I1/IH BKIIOYAIOT!

- IPEeANpOeKTHas CTagus, BKIFOYaromas mpeanpoekTHoe obcnenosanue WMCITInH, paspaborky
TEXHUUYECKOro (YaCTHOTO TEXHWYECKOr0) 3aaHHs Ha €€ CO3/IaHHe;

- cTaaus IpoeKTUpoBanus (paspabotku nmpoektoB) u peanuzanuu UCIIJIH, BrIrOvaromas pa3paboTKy
C3I10n B coctase UCII/IH;

- cragus BBo#a B medicreue C3II/IH, BKItOYArOLIAs ONBITHYIO KCIUIYyATAIHIO U IIPHEMO-CAATOYHBIE
WCIIBITAHUS CPENCTB 3aIMUTEl HHGOpManuu, a Takxke oueHky coorserctBus MCIIIa TpeboBanusiM
fezonacHOCTH HHPOPMALHH,

OpraHus3andoHHbIE MEpHl NPEIyCMaTPUBAIOT CO3JaHME U [OJANEP)KaHWE IIPaBOBOH Oa3bl
6esonmacHoct [IJ/[H @ pa3paborky (BBefeHHE B JEHCTBHE) MIpeAyCMOTPEHHBIX [lomuTHKOM
naopmarmonnoit  Gesomacmoct  MCIIJ[H  crienyromuxX  OpraHM3allMOHHO-PACIIOPSIUTENBHBIX
JIOKYMEHTOB!
- [Tnan mMeponpusaTuii o obecnevenuro 3amutsl [[[11 npu ux obpadotke B UCII/IH;
- [Iman MeponpusTrii 1o KOHTpoIro obecredenus 3amuTs! [1/1H;
- ITopsAnok pe3epBHpOBaHHs U BoccTaHOBIeHUA pabotocniocobrocT TC u 110, 6a3 gannex u C3U;
- HomxnocTras nuerpykims aqmunuctparopa UCII/In B wactu obecnieuenus 6esonacHoct 11/1H npu
ux obpaborke B UCI1/IH;
- JIolKHOCTHAs HHCTPYKUHsA aqMuaucTpaTopa 6ezonacuocti UCIIE;
- NomxuoctrHas wHCTpyKOua noip3oBaresst VICIIIx B yactu obecnedenus Ge3onacnocty I1/[H nmpu ux
obpabotke B UCIIH;
- MucTpyknus Ha cimydyall BOSHUKHOBEHHS BHEINTATHOH CHTYalluH;
- PexoMeHanMA 0 HCIONL30BAHHIO MPOTrPaAMMHBIX M allapaTHBIX CPEJICTB 3alIKUThl MHGOPMALHH.
Texuudeckre Mepel 3alUTHl PEATM3YIOTCS IIPH IOMOIIHM COOTBETCTBYIOIIHX IIPOIPaMMHO-
TEXHUYECKHX CPEACTB H METOIOB 3alllHTHL

[lepeueHp HEOOXOMMMBIX Mep 3auMThl HHPOPMAIMM OIpeAendeTcs IO pe3yabTaTaM

BHYTpeHHel nposepku 6ezomacrocty UCITIa I'BOY «CKOIIH I-1I Buaa».

3. 3ajgaun cucTeMBI 3aIMUTHI NEPCOHAIBHBIX JaHHBIX

Ocuosuo# nenpro C3I1/IH sBiasgeTcs MEHEMEA3AIMA yiepda OT BO3MOKHON peaH3aliy yrpo3
6ezonacroctH I1J[H. JIig nocTHxKeHHs oCcHOBHOM memw cucteMa 6esomacHocTtu I1/1n MUCITJIH nomkma
obecnieunBath d(EeKTHBHOE pelIeHHUE CIEAYIOIMX 3a/1ad:
- 3amuTy OT BMemarenscTBa B mpouece (yrkrmonupoBanus MCIIJJH mOCTOPOHHMX —JTHI|
(Bo3MOkHOCTh Hcmomb3oBanuss AC W JocTynm K €€ pecypcaM JIOJDKHBI HMETh  TOJBKO
3aperHCTPUPOBAHHEIE YCTAHOBISHHBIM IIOPSIKOM [IOIb30BATENN);
- pasrpaHWYeHHe [OCTyNa 3apeTHCTPHPOBAHHBIX IOJB30BATENEH K amlapaTHBIM, MPOTPaMMHBIM H
urpopmaronasM pecypcaM MCII/IH (BO3MOKHOCTD HOCTYIIA TOJILKO K TEM PECYPCaM H BBIIOIHEHUA
TOMBKO TEX ONEpamuii ¢ HHMH, KOTOpble HEOOXOMMMEI KOHKpeTHbIM mosbpsosaressm WCIIE s
BBINOJTHEHHS CBOMX CITy’KeOHBIX 0053aHHOCTEH), TO €CTh 3aIUTy OT HECAHKIIMOHHPOBAHHOT'O JOCTYyIa:
- kK uabopmarmn, mupkymupyromeit B UCIIH;
- cpeactBaM BeruucauTensHOM Texuuky MCIIH;
- anTapaTHBIM, TPOTPAMMHBIM U KPUIITOrpadhHIeCKUM CpeICcTBaM 3aImuThl, ucrnomssyemeM B ICII/TH,
- perucTpanHio AeicTBHil TONMb30BaTeNell IpH HMCIONE30BaHMM 3amuimaemerx pecypco VMCIIIH B
CHCTEMHBIX XKypHAJIaX M NEPUOIHYECKHIT KOHTPOIb KOPPEKTHOCTH JEHCTBHI MONIb30BATENICH CHCTEMEI
NyTeM aHalH3a CONEPKHMOTO OTHX SKYyPHAIOB; - KOHTPONb ILENOCTHOCTH (oOecredeHue
HEHW3MEHHOCTH) CPE/IBl HCIIOTHEHHS IPOrPaMM U €€ BOCCTAHOBIICHHE B Cllydae HapyIICHHS;
- 3aUIMTY OT HECAHKIHOHHPOBAaHHOW MOJHM(MHUKAIMH H KOHTPONb IEJOCTHOCTH HCIIOIBb3YEMBIX B
VCTI[IH mporpaMMHBIX CPEICTB, @ TAKXKE 3allUTy CHCTEMBI OT BHEAPCHHA HECAaHKIMOHHPOBAHHBIX
MIpOrpamM;
- samuty [IJIH OT yTe4kH 0 TEXHHYIECKHM KaHalaM IIpH ee 00paboTke, XpaHEHHH M IIEpenade 1o
KaHanaM CBS3H;
- zammry 1], xpaHumoii, oOpabaTbIBacMOi ¥ IepelaBaeéMOd IO KaHalaM CBA3H, OT
HECAHKIIMOHHPOBAHHOTO Pa3IiIalleH s UM HCKaXXEHHS;



- obecIeueHNe KUBYYECTH KPANTOrpahHUEeCKHX CPeICTB 3aIlHThl HHPOPMALUH [IPH KOMIPOMETaUH
YAaCTH KJIFOYEBOH CHCTEMBL;

- CBOEBPEMEHHOE BBIABICHHE HCTOYHHKOB yrpo3 GesomacHoctd ITJIH, @IpuYMH ¥ yCIOBHH,
cIocoBCTBYIOIIMX HaHeceHHIO ymepba cybbexram [IJIH, cosmanne MexaHH3Ma ONEpPATHBHOTO
pearupoBaHus Ha yrposbl Ge3omacHocTH IIJIH M HEraTHBHEIE TCHICHLMH; - CO3JaHHE YCIOBHH I
MUHHMM3AIHEA ¥ JIOKATH3AI[MH HAHOCHMOTIO yinep0a HermpaBOMEpHBIMH AEHCTBHAMH (DHUIHUCCKHX H
FOPH/IMYECKHX JIHI, OcjlabieHHe HEraTHBHOTO BIMAHHMSA W JIMKBHJAIMA IOCIECICTBHH HapyIICHHS
6ezomacuoctu [111H.

4, O0bEeKThbI 3AMATHI

[Mepeuenb HHGOPMALMOHHBIX CUCTEM.,

B I'BOY «CKOIIH I-1I Buma» npoussomutcs obpaborka [1/IH B HHGOPMalMOHHBIX CHCTEMaX
obpaboTku mepconanbhbx maHHeX (MCIIIH). Ilepesens MCII[H ompenensercs Ha OCHOBaHHH
0TYETA IO PE3YJIbTaTaM BHYTPEHHEH IIPOBEPKH.

[Tepeuerb OOBEKTOB 3aIUTEL

O6bekTaMy 3aImmuThl ABIAI0TCH — uHbopmanus, obpabareiBaemas B MCII/IH, u Texnudyeckne
cpencTBa ee 00pabGOTKH ¥ 3alIUTHL IlepeueHb NEPCOHATBHBIX [AHHBIX, NOIJIEKAIIHE 3aIluTe,
OTpesieNieH B IepedHe MEPCOHANBHBIX AaHHBIX, mouTexamux samute B UCIIL

OOBEKTHI 3aIIUThl BKJIOYAIOT:

- obpabareiraeMas HHGOPMALIKS;

- TEXHOJIOTHYeCcKast HHQOpMaIHs;

- IPOrPaMMHO-TEXHHUECKHE CPENCTBA 00pabOTKH;

- cpeacTBa 3amuThl [1/11;

- KaHaIB! HHQOPMAIHOHHOrO OOMEHA M TENeKOMMYHMKAIMH;- O0BEKTHl M [TOMEIICHHUS, B KOTOPBIX
pasmeniensl kommoneHTs! UCIIIH.

5. Knaccupukauus moap3opaTtesneii HHGOPMAaNHOHHOH CHCTEMBI IePCOHANLHBIX TaHHBIX
[TonbzoBatenem MCIIJIH  sBiserca  JIMLO, y4acTBylomee B (DyHKIHOHHPOBaHHH
AH(QOPMAIMOHHON CHCTEMBI IEPCOHANBHBIX JAHHBIX WM HCIONB3YIOMIEE pE3yJbTaThl  oe
dynkrmonupopanus. Ionssosatenem WCIIH sBisercs moGoff COTPYAHHK IIKOJBI, HMEHOIIMH
poctyn k UCIT/Is 1 ee pecypcaM B COOTBETCTBHH C yCTaHOBJIEHHBIM MOPSAAKOM, B COOTBETCTBHH C €TI0
(GYHKIHOHAIBEHBIME 00S3aHHOCTAMH.
ITonezosarenu UCIT/IH nensarcsa Ha KATETOPHH:
1. Aomunucmpamop MCII/In..- COTPYRHUK IIKONBI, KOTOPBIH 3aHMMAETCS HACTPOHKOH, BHEIPEHHEM U
COIIPOBOXKICHUEM CHCTEMEL
Amvunuctpatop UCIT/IH obnanaer creayiomuM ypOBHEM JOCTyIa:
- oB7amaeT MoJHOM HHbOpMAaIHel 0 CHCTEMHOM H IIPHKJIaJHOM IPOrpaMMHOM 00eCTICUeHUH UCTI/Ix;
- obnamaeT moHON HHbopMalmeil 0 TEXHHYECKHX cpencTBax U konpurypanun UCIIH;
- MMEET IOCTYI KO BCEM TEXHWYeCKHMM cpefcTBaM obpaborku uudopmanuu u nanasmv UCITH; -
ofnmamaer TpaBaMH KOH()MTYPHPOBAHHA H AIMMHHCTPATHBHON HACTPOHKHM TEXHHYECKHX CPEICTB
UCIIOx;
2. Onepamop HCII/JH. - COTPYIHHKH LIKOJIBI yIACTBYIOIIHE B IIPOIECCE IKCILTYaTallHH WUCII .
Oneparop UCII/Ix o6najaer CleayIomuM ypOBHEM AOCTyIa:
- obnagaeT BceMH HeoOX0MMbBIME aTpubyTamMu (HaIpuMep, IapolieM), 00ecIeTHBAIIIMME TOCTYTI K
HEKOTOpOMY IToaMHOKeCTBY [1/IH;
- pacrojaraeT KOHGHACHIHAILHEIMH JAaHHBIMH, K KOTOPEIM MMEET JOCTYIL Kareropuu
TTONb30BaTeNell NOIDKHEI ObITh ompenerdenbl mii kaxaoit VICII[H. JlomxHO OBITE yTOYHEHO
pasflelieHHe COTPYJHHKOB BHYTPHM KAaTeropui, B COOTBETCTBHM C THIIAMH I0JIb30BaTeNIEH
ompefeneHHEIME B [lommTike HHQOpPManMOHHON Ge3omacHOCTH. Bce  BBIABICHHBIE IPYIIIEL
TTOJIb30BATENIEN OTPAKAOTCA B OTYETE 110 Pe3yJIbTaTaM BHYTPCHHEH nposepki. Ha ocrHoparun oT4eTa
ompeIeNsoTes paBa gocTyna K sneMentam MCIIJIH mis Beex IpyIil IONB30BATENIEH U OTPAXKAIOTCS B
[107T0KEHNH O PasTpPAHUYEHHH TIPaB JOCTyNa K 06pabarbiBaeMbIM IIePCOHATHBIM AHHBIM.



6. OcHOBHBbIE IPHHIUITLI IOCTPOEHHS CHCTeMbl KOMILJIEKCHOI 3amuThI HHGoOpMaun

[Toctpoenue cucremer obecrmedenus Oesomacuoctu [[[ln MCII[In mxonsr u ee
GYHKIIMOHUPOBAHHE MO/DKHBI OCYLIECTBIATECA B COOTBETCTBHM CO CJIEIYIOIIHMH OCHOBHBIMH
IPUHLUATIAMHE:
3axonnocme.
[TpeanonaraeT oCyIIeCcTBIEHHE 3alIUTHBIX MeponpusaTHd u paspaborky C3I[[JH mKomsl B
COOTBETCTBHH C JEHCTBYIOIIMM 3aKOHOZATEILCTBOM B obmactu 3ammthl [I/lH ®  gpyrumu
HOPMAaTHBHBEIMH IPAaBOBBIMH akKTaMH II0 0e30macHOCTH HH(OpPMAIUMH, YTBEPKICHHBIX OpraHaMH
TOCYAapCTBEHHOH BIAacTH ¥ YUpaBlAeHHS B IIpeleiaXx UX KoMneTeHuMH. Ilomp3oBarenu w
obcnyxupatomuii nepconan [1/lu WMCITIH  nomkHB! OBITH OCBEIOMIJIEHEI O IOpsAKEe paboTsl ¢
3amummaemMoi uapopmarmedt u 06 0TBETCTBEHHOCTH 3a 3aruuTy [1/1H.
Cucmemnocms. CucteMmHbld mmojgxon k moctpoenuio C3II/IH mxonbl mpeanonaraeT y4deT Beex
B3aHMOCBSI3aHHBIX, B3aHMOCHCTBYIOIIHX H H3MEHSAIONIMXCS BO BPEMEHH JJIEMEHTOB, YCIOBHH H
¢akTopoB, CYIIECTBEHHO 3HAUMMBLIX [UIA IIOHMMaHHS M peumeHus npodieMel o0ecnedeHus
6ezonacuoctu I1/In MCII[On IIxomnel I[Ipu co3paHuy CHCTEMBI 3allHTHI JOJDKHBI YIHTBIBATHCA BCE
cnabele w HamboNee ysS3BHMBIE MecTa chcTeMbl oOpabotku IIJ[H, a Takke XapaxkTep, BO3MOXKHEIE
00BEKTHl ¥  HANpaBIeHWs arak Ha CHCTeMy CO  CTOPOHBI  HapymmTene#  (ocoGeHHO
BBICOKOKBATH(QHUIMPOBAHHEIX 3JIO0YMBINUICHHUKOB), IIyTH IIPOHMKHOBEHHS B DacCIpe/ielICHHEBIC
cuctemsl # HCJI x mrbDopManuu. CucTeMa 3alldThl JODKHA CTPOHTBCS C YUYETOM HE TOJIBKO BCEX
H3BECTHEIX KaHanmoB mpoHukHOBeHUA H HC]I Kk nHOpMAaLMK, HO U ¢ YYETOM BO3MOYKHOCTH ITOSBJICHHS
TIPUHIUITAAIEHO HOBBIX ITyTEH pealnu3aluy yrpo3 0€30macHOCTH.
Komnnexcrnocms., KOMIUIEKCHOE HCIIONB30BAHHE METOAOB M CPEICTB 3allMTHl IIPEANOJIaraeT
COTTIACOBAHHOE MPHMEHEHHWE Pa3HOPOIHBIX CPEACTB IPH MOCTPOSHHMH LEJIOCTHOH CHCTEMBI 3alIMTEI,
IIepeKpPLIBAIOIIEH BCE CYINECTBEHHBIE (3HAYMMEIE) KaHAbl pealH3aldH yrpo3 M He cojepiaried
c/1abBIX MECT Ha CTBHIKAX OTACIBHBIX €€ KOMIIOHEHTOB. 3allluTa J0JKHA CTPOMTHCS SIIETOHUPOBAHO.
JImst Kak[oro KaHaida yTedukd WHQOpMAanMH M s KaXIOHW yrpo3el Oe30MacHOCTH HOJDKHO
CYILIECTBOBATh HECKOJBKO 3alIMTHRIX pyOesxed. Co3naHue 3alMTHBIX PyOexeH OCYINECTBIACTCS C
YU4ETOM TOTO, 9ToOBI I WX [PEOJOJICHHS IIOTEHIHATLHOMY 3JIOYMBIIUIEHHHKY TPeOOBAIHCEH
npod)ecCHOHATBHbIE HABBIKY B HECKOIBKMX HEB3aHMOCBA3aHHEIX 00/acTaX. BHEIIHSs 3aiMuTa JOKHA
obecreunBaThCs PU3MYECKHMH CPEICTBAMH, OPTraHU3AINMOHHBIMH M NIPaBOBEIMH MepaMu. OOHAM H3
Hanbonee yKpeImIeHHBIX pyOexed Npu3BaHbl OBITE CpEICTBA KPHITOrpapMyecKoH 3aIluTEI,
PEANU30BaHHBIE C HCONb30BanneM TexHonorud VPN, [IpukianHol ypoBeHb 3alUUThI, yIATHIBAIOIIHHA
0COOEHHOCTH IPeIMETHOW 00JacTy, MpeNCcTaBisIeT BHYTpeHHHH pyOex 3ammTel. HenpepvieHocmb
saugumet IT/Tn. 3amura [1]]a — He pa3oBoe MEPOIPUATHE H HE IPOCTasi COBOKYITHOCTh IIPOBEICHHBIX
MEPONPHATHA M YCTAHOBJIEHHBIX CPEICTB 3AINUTHI, a HENMPEPHIBHEIA IEJICHANIPABICHHBIA Mpolecc,
TIpeATIONaraloNHil MPHHATHE COOTBETCTBYIONAX MEp Ha BCeX dTamax kusHeHHoro mukina VICIITH.
WCII/IlH [OKHBI HaxOAMTBCS B 3AINUIICHHOM COCTOSHHH Ha MPOTHKEHHH BCETO BPEMEHHM HX
GYHKIMOHHPOBAHUS. B COOTBETCTBMH C O3THM IIPHHIMIIOM [OJUKHBI [PHHAMATBECS MEpBl IO
Henomymenuo nepexona WCIIJJH B He3alIWIICHHOE COCTOSHHE. DBONBIIMHCTBY (H3HYECKHX H
TEXHUYECKHX CPENCTB 3al(uTel it 3Gb(EKTHBHOrO BBIIONHEHHSA CBOMX (QyHKuui HeobxoxuMa
IIOCTOSHHAS TEXHWYECKas M OpPraHW3aluOHHAs (aJIMHHHCTPATHBHAS) IONAEPKKa (CBOECBpEMEHHAL
cMeHa H ofecneyenne IPaBHIBHOTO XPaHeH!s ¥ IPHIMEHEHHs HMEH, Napoiel, Kimodel muppoBaHus,
TepeonpeieieHHe MOMHOMOYMH # T.L). IlepephiBEI B paoTe CPENCTB 3allUTHL MOTYT OBITh
UCIIONL30BAHE] 3JIOYMBIIIIEHHHKAMH UIS aHaIH3a IPHMEHSEMEBIX METOJIOB M CPEJACTB 3alMHTEI, I
BHEJIPEHUS CIEIMATBHBIX IPOrPAMMHBIX B alllapaTHBIX "3aKNaioK" H JAPYTHX CPEJCTB IPEONONCHHA
CHCTEMBI 3alIUTHI II0CIIE BOCCTAHOBJIEHUS €€ (PYHKIIHOHHPOBAHHS.
Ceoespemennocms. TIpenmonaraer ynpexaaiomuii xapaktep mep obecreyenns Oesonacuocts I1/1H,
TO €CTh NOCTAHOBKY 3amau mo komiuiekcHod sammre MCII[H ¥ peanusaruio Mep o0eCIeHeHHs
6esomacHocty I1J[n Ha pamuux cragusx paszpaborku MCII[[H B menoM H €€ CHCTEMBI 3alllHThI
HHGOpPMALMHA, B YaCTHOCTH. Pa3paGoTka CHCTEMBI 3AIMWTHl JOJDKHA BECTHCh IIAapalIebHO C
paspaGoTkod ¥ pasBHTHEM CcaMoOif 3aIIMIAeMON CHCTEMBL OJTO IO3BONHT YYECTh TpeboBaHus
6e30MacHOCTH MPH IPOEKTHPOBAHHH HH(OPMAIMOHHON apXHTEKTYPhl M, B KOHEUHOM CHETE, CO3MATh
Gornee sdbexTUBHEIE (Kak 1O 3aTPaTaM PecypCoB, TaK U 110 CTORKOCTH) 3alHINEHHbIE CHCTEMEL



Ilpeemcmeennocms u coeepuiercmeosarue. 1pennonaraT NOCTOSIHHOE COBEPIIEHCTBOBAHHUE MEDP 1
CPEACTB 3aIllMTBl WH(OPMAIMd Ha OCHOBE I[PEEMCTBEHHOCTH OPraHHM3al[HOHHBIX M TEXHMYECKHX
PElIeHnH, KalpoBOro cocTasa, aHanusa pyHkuronuposanus MCIIJIH 4 ee cUCTEMBI 3aLUTEI C YYETOM
HM3MEHEHHH B METOJlaX M CPeACTBaxX IepexBara HHQOpPMALMH, HOPMATHBHEIX TpeOoBaHHI 10 3aluTe,
IOCTUTHYTOTO OT€YECTBEHHOIO U 3apy0e;KHOT0 OIBITa B 3TOH 00JIaCcTH.

Ilepconanvnaa omeemcmeenHocms. [IpennonaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 3a oOecreueHue
Oezonacuocty [T/ # cHcTeMBl HX 00pabOTKH Ha KaX0T0 COTPYIHMKA B IIpeesax ero MOTHOMOYHH.
B coorBercTBUE C 3THM NPHHLUIOM paclipelelieHHe IpaB U 00sS3aHHOCTEH COTPYIHHKOB CTPOMTCA
TakuM 00pa3oM, uToOBI B cilydae JHOOOro HapyIIEHHWs KPYr BHHOBHHKOB OBUI YETKO HM3BECTEH HIIH
CBEZIEH K MUHUMYMY.

ITpunyun munumusayuu nonnomoyut. O3Ha4aeT IpPefOCTaBICHUE ITOB30BATEISIM MHHUMAIBHBIX
IIpaB JOCTYIAa B COOTBETCTBHH C NPOHM3BOJCTBEHHOH HEOOXOAMMOCTHIO, HA OCHOBE IIPHHIIMIIA «BCE,
4TO He pazpemeHo, 3anpemenoy». Joctyn k [IJ[H gomkeH NpeaocTaBasITBCs TOJIBKO B TOM Cllydae H
obObeMe, eciTd 3TO HeoOXOJUMO COTPYIHHUKY /A BEIIOTHEHHS €r0 JODKHOCTHBIX 0083aHHOCTEH.
Bsaumooeicmeue u compyonuyecmeo. Ilpennonaraet co3iaHue OIaronpHATHOH aTMocheps! A
coTpynHUKOB, obecneunBarommx aestensHocTe MCII[n [lkonbl, s CHHXKEHHUS BEPOSTHOCTH
BO3HHKHOBEHHUS HETATHBHEIX JSHCTBHI CBSI3aHHBIX C 4eoBedeckuM (akTopoM. B Takoi obcTaHoBKe
COTPY/IHMKH JIOJDKHBI OCO3HAaHHO COOIONATh YCTAHOBIEHHBIE IIpaBHa H OKa3hIBaTh COJEHCTBHE B
JESITEBHOCTH HOApa3IeieHHH TeXHHYeCKOM 3aiuTel uHopManuu. | uOKoCcHb CUCHEMbI 3AU{UMDL
IT/Tu. TlpuuATble MEpBl U YCTAHOBJIEGHHBIE CPEJCTBA 3aIWTHI, OCOOEHHO B HAYaIbHBIA IEPHOI HX
SKCIIIyaTallHK, MOTYT o0eclednBaTh Kak Ype3MepHbIil, Tak U HeJ0CTaTOYHBIH ypoBeHD 3aImuThl. [
obecrieueHuss BO3MOXKHOCTH BapbHPOBAHHS YPOBHEM 3alllHINEHHOCTH, CPEICTBA 3alHTHI JOJIKHBI
obmamaTe ompeneneHHO# IHOKOcThIO. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SBISETCS B TEX CIIydasx,
KOTJa YCTAaHOBKY CPEICTB 3alIUTHl HEOOXOOMMO OCYWIECTBIIATh Ha pPabOTAIONIYI0 CHCTEMY, HE
HapyIas Ipolecca ¢ HOpMalbHOTO (YHKIIHOHUPOBAHHS.

OmKpbimocmey an2opummos U MexaHusmog 3aujunl. CyTb IIPHHIHIIA OTKPBITOCTH &JITOPHTMOB H
MEXAHH3MOB 3aIATEl COCTOHT B TOM, YTO 3allliTa HE NO/DKHAa OOecIedHMBaThCH TOJBKO 38 CYET
CEKPETHOCTH CTPYKTYPHOM OpraHH3aIlii W alfOPHTMOB (DYHKIIMOHHPOBAHMSA €€ IIOJCHCTEM. 3HAHHE
AITOPUTMOB pabOoTHl CHCTEMBI 3alIATHl HE JOJDKHO IaBaTh BO3MOXKHOCTH €€ IpeosolieHHs (Iaxe
aBTopam). OIHAKO, 3TO He 03HAYaeT, yTo HHGOpMAaud 0 KOHKPETHOH CHCTEME 3alMTEI AOJDKHA OBITh
obmemocTynHa. I[IpocToTa NIpHMEHEHHs CpPEACTB 3aIMMTHL. MexXaHH3MBI 3allMThl JOJDKHBEL OBITH
HHTYUTHBHO TIOHSTHBI ¥ IPOCTHI B HCIIONIB30BAHMHU. [IpUMeHeHHe CPEeICTB 3alIUTHl HE TOJUKHO OBITh
CBS3aHO CO 3HAHHEM CIENMAIBHBIX N3BIKOB WJIM C BEIIOTHEHHMEM JIEHCTBHMH, TpeOyrommx
3HAYMTEILHEIX JIONOJHHTENBHBIX Tpymo3arpaT IpH OOBMHOM paboTe 3aperuCTpHpPOBAHHBIX
YCTAHOBJIEHHBIM IIOPSIKOM TIONB30BATENEH, a TakKe HE MODKHO TpebOoBaTe OT IIOJIB30BATes
BBIIOJTHEHHS PYTHHHBLIX ¥ MAJIOINOHSTHBIX €My Ollepaliuil (BBOX HECKOIBKMX Iaposell H UMEH H T.1.).
JlolpkHA  JOCTHUTAThCS ABTOMATH3AllMs MAKCHMAalbHOTO 4YMcla JeHCTBHH IMONMB3OBATEEH U
anmunucrparopos MCIT/TH.

Hayunaa o6ocHosannocms u mexHuueckaa peanuszyemocmbp., MVHGOpMallMOHHbIE TEXHOJIOTHH,
TeXHHYECKME M IIPOrpaMMHBIE CPEICTBA, CPEACTBA M MEpHI 3al(UThl HH(DOPMALMH JOJKHBLI ObITH
peanu30BaHbl HA COBPEMEHHOM YPOBHE Pa3sBHTHS HAYKH M TEXHHKH, Hay4yHO OOOCHOBaHBI C TOYKH
3peHHs JOCTIKEHHS 3aJaHHOr0 YpOBHs Oe3omacHOCTH MH(OPMAIMH M JIOJDKHEI COOTBETCTBOBATH
YCTAHOBIEHHBIM Hopmam U TpeGoBanusM mo OesomacHoctd IIJIm. C3I1JIm  nmomkxa OBITH
OPHMEHTHPOBAHA Ha DPEIICHHs, BOSMOXHBIE PHCKM [UIf KOTOPBIX M MEPBI IPOTHBOJCHCTBHS JTHM
PHCKaM IPONLTH BCECTOPOHHIOK TEOPETHYECKYIO M IMPAKTUYECKYIO TPOBEPKY.

Cneyuanusayua u npogheccuonanusm. IIpeirnonaraeT NpPHBIEYEHHE K pa3pabOTKe CPENCTB H
peamm3amEy  Mep 3amuTel  HHGOPMAlHH  CHEIMATM3MPOBAHHBIX  OpraHusalui, Hambolee
[IOATOTOBIEHHBIX K KOHKPETHOMY BHIy JesTelbHOCTH HO obecneuenuto GesomacHoctu I1]1H,
UMEIOIUX OIBIT IPaKTHYeCKOH paboTHl M TOCYJapCTBEHHYIO JTHICH3UIO Ha [IPAaBO OKa3aHHs yCIIyT B
aTOH oOnacTd. Peamusanus aqMHUHUCTPATHBHBIX MED H OSKCIUIyaTalus CPEACTB 3allMThl I0JIKHA
OCYIIECTBIATECS MPO(ECCHOHANBHO IIOATOTOBIECHHBIME CIEIMATHCTaMH LIKONA. OQ0A3amenbHOCHb
rkonmpoaa. Tlpennosnaraer 0013aTeIEHOCTh H CBOCBPEMEHHOCTD BBIBJICHHA H IPECEICHUA MOIBITOK
HapyIIEHHA YCTaHOBJIEHHBIX NpaBHi obecmedenus GesomacHocTH IIJ[H Ha OCHOBE HCIOJB3YEMBIX
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CHCTEM H CpPEIACTB 3alllHTEI IfIH(bOpMaIIIdH NpH COBEPIICHCTBOBAHHH KPUTEPHEB H METOIOB OICHKH
BQJ(I)GKTHBHOCTH 3THX CHCTEM H CpPCICTB. KOHTpOHB 3a HACATEIBHOCTBIO moboro IMOJIE30BATEIIA,
Ka)XKaoro cpeacrsa 3allMThl H B OTHOIICHHH moboro 00BEKTa 3alIUTEl TOJDKEH OCYIIECTBIIATHECA Ha
OCHOBE MPHMEHEHHA CPEACTB OICPATHBHOIO KOHTPOJA H PErHCTpalHH H OOJDKCH OXBaThIBaThk KakK
HECAaHKIITHOHHPOBAHHEIC, TaK ¥ CAHKTHOHHPOBAHHBIC IeWCTBUS I0NIL30BATEICH.

7. Mepsbl, METOBI H CpeICTBA o0ecTedeHHs TpeOyeMOro ypOBHS 3aMIHIeHHOCTH
Obecneuenne  TpeOyemMoro ypoBHS — 3AIIMINEHHOCTH  JOJDKHOCTH — JOCTHrarbcid  C
HCIIOJIB30BAHHEM MEpP, METOIOB ¥ CpeicTB OesomacHOCTH. Bee Mephl obecnedeHns 0e30IaCHOCTH
UCIIOH roapa3iesdioTes Ha:
- IPaBOBHIE;
- MOpaJIbHO-3THYECKHE;
- OpraHu3anuoHHbIe (aIMIHACTPATHBHEIE);
- puzHIecKue;
- TEXHHYECKHE (AMmapaTHbIe H TPOrPaMMHEIE).
[Tepedensr BHIOpaHHBIX Mep obecredeHHss (€30IacHOCTH oTpaxkaeTcs B [lnaHe MepoONpHATHH IO
00ECIIEUeHHIO 3alUThl EPCOHANBHBIX JaHHBIX.
Ipasoesie mepel 3auyumer. K mpaBoBEIM MepaM 3alUThI OTHOCATCS JeHCTBYIOIHE B CTPAHE 3aKOHAI H
WHEIE HOPMATHBHEIE IIPABOBBIE aKThl, perlaMeHTHpyiomue npasuina obpamenus ¢ I10H,
3aKpEIUIAIOIIAE TIpaBa B 00S3aHHOCTH YYaCTHHKOB HH(OPMAIMOHHBIX OTHOIICHHH B TIPOLECCE €e
00paboTKH H HCIONB30BaHMS, 4 TAKke YCTAHABIHMBAIONIME OTBETCTBEHHOCTH 33 HAPYIICHHS 3THX
NpaBWj, MpPENSTCTBYS TEM CAMBIM HENPaBOMEPHOMY MCroibp3oBanuio [IJIH w  sBIIIONIHECH
CAEPKUBAIONIAM (DAKTOPOM JUIS TOTEHIMATBbHBIX HapymuTened. [IpaBoBbie Mephl 3aIMUTBI HOCAT B
OCHOBHOM YIIPEKIAFOIIKH, TPOQHUIAKTHIECKHI XapaKTep U TPeOyIOT MOCTOSHHOH pasbsCHATEIBHOM
paboThI ¢ MOJB30BATEISIMU H 00CITYKHBAIOIIUM IIEPCOHAIOM CHCTEMBL.
Mopanvho-smuueckue mepsl 3aujumsl. K MOpaIbHO-ITHYCCKHEM MepaM OTHOCATCA HOPMBI
MOBEeHMA. ODTH HOpMBbI 0ojbliuedl 9acThi0 HE SBIAIOTCA 00sA3aTebHBIMH, KaK 3aKOHOJIATeNbHO
YTBEPKJEHHEIE HODMATHBHBIE aKTBI, OIHAKO, MX HecoOmojeHHe BeAeT OOBMHO K IaCHHIO
ABTOPHUTETA, IPECTHIKA TEI0BEKA, TPYIIIIBI UL UIIH OPraHu3alHH.
Mopanbno-smuyeckue Hopmsl OBIBAIOT KaK HENHCAaHBIE (HANPHMEP, OOMIENPU3HAHHBIE HOPMEI
YECTHOCTH, TATPHOTH3MA ¥ T.IL), TAK M IHCAHEIE, TO €CTh OOPMIICHHbIE B HEKOTOPKIH CBOA (ycTas)
NpaBHy WM MpeInHucandid, MopalbHO-3THUECKHE MEpPHI 3alllUThl ABJSIOTCS MPO(QHIAKTHYCCKUME H
Tpe6yIOT OCTOSHHOM paboThl [0 CO3JAHHMIO 30POBOTO MopansHOro Kimmara B Ilkone. MopanbHo-
STHYECKHE MEpHI 3alIATEI CHIKAIOT BEPOSTHOCTE BOSHUKHOBEHHS HETATHBHBIX JICHCTBHI CBA3aHHBIX C
YETOBEYECKUM (HaKTOPOM.
Opzanusayuonmnsle (admunucmpamusHbsie) Mepbl 3auiumol. Opranu3zalloOHHbIE
(aZIMHMHHCTPATHBHEIE) MEPHI 3aIlUTHl - 3TO MEPBl OPraHH3aIMOHHOI0 XapaKTepa, PerIaMeHTHPYIOMIHE
nponecchl ¢ynknuonnposanus WCIIJIH, wucnoms3oBanwe pecypcos HCIIH, neATENbHOCTH
06CITy>KHBAIOMET0 TIEPCOHANA, & TaKKe ITOPSIOK B3amMoeiicTBus mombsosatened ¢ MCII[IH TakuM
o6pazoM, 4TOOBI B HAaWOONBIIEH CTENEHHM 3aTPYyJHHTL HJIM HCKIIOYHTH BO3MOXKHOCTH PEAlT3allHA
yrpo3 G6e30IacHOCTH WIM CHH3WTh pasMep IMOTeph B CJIy4ae HX peanusauuu. IaBHas Nemlb
aIMHHHCTPATHBHBIX Mep, IPEANPUHUMAEMBIX Ha BEICIIEM YIPABJIEHYECKOM YPOBHE — CHOPMHpPOBATH
[TomuTeKy HHOOPMAIMOHHON Ge30macHoCTH (OTPaXKaloIIylo MOAXO/bl K 3alluTe MHGOpMAIMH) H
0bECIIeUnTh €€ BBIIONHEHHE, BBIAEIAT HEOOXOJHUMBIE PECYpPChl M KOHTPOIHPYS COCTOSHHE MEIL.
Peaymzanms [lommruxka mHbopmamuonnoit 6Gesomacroctu II[m B HCII[Qa coctosar wu3 mep
[MUHHCTPATHBHOTO YPOBHA H OPTaHM3AIMOHHBIX (IIPOLEAYPHBIX) Mep 3amuThl MHpopmarmn. K
aIMHHUCTPATHBHOMY YPOBHIO OTHOCATCS PEIIEHHs PYKOBOJACTBA, 3aTPAardBalOIIHE JEATENLHOCTD
WUCIIIe B memoMm. DTH pemeHus 3akpemwiiorcs B [lonmuTuke HHQOPMAIMOHHOH Oe30MacHOCTH.
[TpuMEpPOM TaKHUX PEIICHHH MOTYT OBITH: - NPHHATHE PEIICHHA O (OpMHPOBAHHH HITH NEPECMOTPE
KOMIUIEKCHOH mporpammbl obecnieuenus OesomacHoctd [1J1H, ompeneneHHE OTBETCTBEHHBIX 3a €€
peanu3anMio; - (OPMyIMpOBAaHHE IeNell, IIOCTAHOBKA 3ajiad, ONpPEMCNCHNEe HAalpaBICHHH
NeSTeNbHOCTH B obOnmactu GesomacHocTH [1/IH; - NpUHATHE pEMIEHHH II0 BONpOCaM pealld3aliy
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IIporpaMmel De3011acCHOCTH, KOTOpBIE paccMaTpuBaroTcs Ha ypoBHe Illkons! B nemoMm; - obecriedenune
HOPMAaTHBHO - IIPaBOBOH 0a3kl BOIPOCOB GE30MacHOCTH M T.N. IToNIMTHKA BEPXHEro YpOBHS JOJDKHA
4YeTKO OYEPTHTH cepy BIHAHMS W OrpaHHUEHHs NpH ompezneneHun nenedt OesomacHoctH [1)1H,
ONIpEIENTUTh KaKUMH pecypcamMu (MarepuasbHBIE, IIEPCOHAT) OHH OYyAyT MOCTUTHYTHI H HalTH
pPasyMHBIM KOMIIDOMHCC MEXIY IIPUEMIIEMBIM YPOBHEM O0€30macHOCTH W (QYHKIHOHATBHOCTHIO
WCII/Ix. Ha opraHu3aliMOHHOM YpOBHE OIIPEAEIITIOTCS MPOIEAyPhl H PABHIIA TOCTHKEHHUS LeieH
pewenns 3azad [lomutuxu undopmanmonHo# Oesomacuoctd ITJH. DTH npaBUia ONPEHENSIOT: -
KakoBa oOnmacTe NpUMEHEHUS TNONUTHKHM OezomacHocTH IIJIH; -KAaKOBBI POJH M OOS3aHHOCTH
JOJDKHOCTHBIX JIMI[, OTBEYAKOIIME 3a IMpoBedeHHe NOoIUTHKH OesomacHoctd IIJ[H, a Tak ’Xe WX
YCTaHOBHTh OTBETCTBEHHOCTH; - KTO MMEET IpaBa noctyna kK [IJ[H; - kakuMu MepaMu B CpeAcTBaMH
obecrneunBaercs 3amuTa [[J[H; - KakMMH MepamMu M CpeicTBaMu obecreduBaeTcsi KOHTPOIbL 3a
coOMroIEHNEM BBEICHHOTO pexkuma OezonacHoCTH. OpraHu3aliMOHHbIE MEPHI JOJIKHBL:

- IpedycMaTpUBaTh pEerfaMeHT WH(QOPMAIMOHHBIX OTHONICHHH, WCKIIOYAIOMHUX BO3MOXKHOCTD
HECaHKIIMOHMPOBAHHbIX JICHCTBHH B OTHOIIEHHH 00BEKTOB 3alUTHL;

- ONpEAeNnATh KOATHIMOHHBIE M HEepapXWYeCKHe NMPUHIHILI B METOAB! pa3TpaHHYeHHs AOCTyHa K
I11H;

- OIpenessITh HOpPSAoK paboThl ¢ MporpaMMHO-MaTeMaTHUECKHMH H TEXHHYECKMMH (ammapaTHLIC)
CPEACTBAMH 3aIMUTEl U KPHUIITO3AIIATEl U IPYIUX 3aIIUTHEIX MEXaHU3MOB;

- opraHu3oBath Mepel mnpotuBopedictBus HCJ] nosnb3oBarensMu Ha JTanax ayTeHTH(DHUKAIUH,
ABTOPU3AIMH, UIEHTH(UKAIMY, 00eCIeYHBAIOIIMX I'APAHTHH peai3allii IIpaB M OTBETCTBEHHOCTH
cyOBekTOB HHGDOPMAIMOHHBIX OTHOINEHHH.B oOpraHu3alMoOHHBIE MEphl JIOJDKHBI COCTOSTH H3:
pernamenTta poctyna B nomernenuss MCII/IH; mopsnok Jomycka COTPYOHHMKOB K HCIOJIE30BaHHIO
pecypcoB MCIIJ[H mKomel, perimaMeHTa IPOIECCOB BeAeHHWs 0a3 MaHHBIX M OCYIIECTBICHUsA
Mmomudukanun  HMHOOPMAIHOHHBIX  PECYpCOB;  perjaMeHTa [MpolecCOB  OOCTY)KUBaHHS |
OCYIIECTBIICHUSI MOTU(HKAIIMK anapaTHeXx W mporpamMMmHbeix pecypcoB MCII[IH; - mECTpykumi
none3oBatencit VCII[Ie (amvurmctparopa MCII[IH, angmuHmHcTparopa O€30macHOCTH, olepaTopa
WUCI1In);

- HHCTPYKIHS TTOJTE30BATENS IPH BO3HUKHOBEHUH BHEIITATHBIX CHTYAIlHH,

@usuyeckue mepsl 3aujumsl OU3MUeCKHe MEPHI 3allUTHl OCHOBAHBI HA IPUMEHEHHMH Pa3sHOro poja
MeXaHWYEeCKHX, JJIEKTPO- HIH DJIEKTPOHHO-MEXaHWYECKHX YCTPOHCTB WM COOPYXKEHHH, CIELHaNTbHO
IIpeIHa3HAYEeHHBIX JIJIS CO3JaHus (GU3UUECKUX MPETATCTBUI HAa BO3MOXKHEIX IIYTSX IPOHUKHOBEHUS H
IOCTYyTa MOTEHIMATBHBIX HAPYIIHTENeH K KOMIIOHEHTaM CHCTEMBl M 3alMinaeMoil wHbopmanwu, a
TAKXKE TEXHHUYECKHUX CPEJICTB BH3YaTBHOrO HaOMOAEHHA, CBA3M H OXPaHHOH CHTHAIHM3allHH.
Dusnueckas 3amuTa 30aHWH, NOMEINeHWH, OOBEKTOB M cpeACTB HH(POpPMATH3allMH IOJDKHA
OCYIIECTBIIATECS MyTEM YCTAaHOBJIEHHS COOTBETCTBYIOLIMX [MOCTOB OXPAHEL, C MOMOIIBIO TEXHUIECKHX
CPENCTB OXpaHbl MM JIFOOBIMH JPYTHMH CIOcOo0aMH, NpPeNOTBpalalollMMK HIH CYIIECTBEHHO
3aTPYNHSIOIIAME ~ [POHMKHOBEHHE B  3JlaHWE, [IOMEINeHWs IIOCTOPOHHHX JIHI, XHIIECHHE
HHGOPMAIIMOHHBIX HOCHTEJeH, CaMHUX CpPeACTB HH(OPMATH3AIMH, HCKIIOYAIOIMMMK HaXOXXICHHE
BHYTPH KOHTPONMHpPYeMOH (OXpaHseMOH) 30HBI TEXHHYECKHX CPEACTB pPa3BelKH (BHAEOKaMep,
MOJICITYIIMBAIOIIKUX YCTPOHCTR). AmnmapaTHO-IporpaMMHBle cpencTBa 3amuThl [I]IH TexHuveckue
(ammapaTHO-IIPOTrpaMMHBIE) MEPBI 3aAlIUTHl OCHOBAHBI HA HCIOJIB30BAaHMH DPa3IMYHEBIX JIIEKTPOHHBIX
YCTPOMCTB ¥ CHEHHANBHBIX TporpamMyM, Bxomsgmux B coctaB MCIIJIH ®  BBIIOIHAROIIKX
(caMOCTOSTENBHO MM B KOMIUIEKCE ¢ JPYTHMH CPEICTBaMH) QYHKIIMH 3alIUThl (HACHTH(HUKAIHMIO H
ayTeHTH(HKALKIO T0JIb30BaTeNell, pa3srpaHHYeHHE [OCTylla K pecypcaM, PerMCTpalHio COOBITHH,
Kpunrorpabuyeckoe 3akpeiTue uHGopMmanuu u T.JA.). C yderoMm Bcex TpeOOBaHMH M IPHHIIMIIOB
obecrreuenus 6e3zomacHocTH [1/In B MICII/IH mo BceM HalpaBiIeHUsM 3allUTHl B COCTAB CHCTEMBI
3aIIUTHI JOJDKHEI OBITh BKJIIOYEHEI CIEAYIONIHE CPEACTRa: - CPeICTBA HACHTHGHKAKH (OIIO3HABAHHUA)
U ayTeHTH(HUKaIuH (IOATBEPKASHAS TOMTHHHOCTH) nonb3osatencit MCI1/x;

- CpelcTBa pasrpaHHYEHHs NOCTYIA 3aperHCTPUPOBAHHBIX IOIL30BATENEH CHCTEMBI K pecypcam
WCIIJIH KOk,

- cpencTBa obeceueH s M KOHTPOJIA IIEJOCTHOCTH IPOrPAMMHBIX H MH(OPMALIHOHHEIX PECYPCOB;

- CPEeJICTBA OMNEPATHBHOTO KOHTPOJIS H PETUCTPAlliH COOBITHI 6e30MacHOCTH;

- KpunTorpadudeckue cpecTea 3amuTel [1/1H.
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VYcnemHoe IDpUMEHEHHE TEXHHUYECKHX CpEINCTB 3allUTHl HAa OCHOBAaHWH IIPHHIMIOB (pa3zmen 6)
IIPEIII0JIaraeT, YTo BBINOJIHEHHE TIEPEUUCIICHHBIX HUKE TpeboBaHui obecreueHo opraHu3aldiOHHBIMH
(aIMHHHUCTpPATHBHLIMH) MEpaMH U HCIIOIB3YEMBIMH (DH3HYECKAMH CPEICTBAMH 3aIIIUTHL:

- obecneyena (uznyeckas HenocTHOCTh Beex kKoMnoHeHToB VICII/IH;

- Kaxneli coTpynuuk (monb3oBarens MCIIJlH) wnm rpynma monmbs3oBaTened WMEET YHHKAILHOE
CHCTEMHOE MMs H MHHAMAJIBLHO HEOOXOJMMBIE [UIs BBINOJHEHHS MM CBOMX (QYHKIHOHAIBHBIX
00s13aHHOCTEH TOTHOMOYHS IO JIOCTYIY K pecypcamM CHCTEMBI,

- 8 MCIIJIH mxonsl pazpaboTka ¥ OTIajKa IporpaMm ocymectsisercs 3a npenenamu MCIIJTH, Ha
UCTIBITATEIBHBIX CTEHAX;

- BCE M3MEHEHMs KOHQMIypaluu TeXHH4YeckMX H mnporpamMMmusix cpeactBs MCII[IH mpou3BomsTcs
CTPOr0 YCTAHOBJIEHHBIM IOPSIIKOM (PETHCTPUPYIOTCS W KOHTPONHPYIOTCH) TONBKO HAa OCHOBaHHH
pacropsDKeHUH PYKOBOZCTBA IIKOJIBL;

- ceTeBoe 060pyOBaHKe (KOHIIEHTPATOPHI, KOMMYTATOPEL, MapIIPyTH3aTOPEI H T.II.) PAacIoiaracTcs B

MECTax, HENOCTYNHBIX JUId IIOCTOPOHHHX (CHEelIMANbHBIX IIOMELIeHHSX, MmMKajax, H T.IL), -
CIIEI[HATHCTAMH IIKOJNBl OCYINECTBISIETCS HENPEpPLIBHOE YNPABIEHWE M aJAMWUHHCTPAaTHBHAA
HOIIEPKKa (PYHKIIHOHHPOBAHHS CPEJICTB 3allUThL

8. Kourpoasb 3¢ dexTuBHOCcTH crcrembl 3amuTel MCIIIH mkosl

Koutpons asddexruBroctn C3[I[IH momxeH ocymecTBAseTCs HAa IEPHOIAMYECKOH OCHOBE.
[ensio koHTpONSE 3((GEKTHBHOCTH SBISETCS CBOSBPEMEHHOE BBIABIECHHE HEHAIEKAINUX PEKHMOB
paborer  C3I[JIlH  (oTKiIOYEeHHE  CpPEeACTB  3alMTHL,  HAPYIIEHHWE  DPEXHMOB  3aIlUTHL,
HECAHKI[HOHHPOBAHHOE H3MEHEHHE PeXUMa 3aIUTHI | T.I1.), @ TaK IPOTHO3UPOBAHUE U IIPEBEHTHBHOE
pearupoBaHne Ha HOBbIe yrpo3bl OeszomacHocTd [1/[H. KoHTpoms MOXeT NPOBOAMTHCA Kak
anqmunucTpaTopamu Gezomacuocte VCII/IH (onepaTHBHELI KOHTPOIBL B Ipoliecce HH(GOPMAIMOHHOTO
B3aumozeiictBus B MCIIH), Tak W TpHUBIEKaeMBIMH I OTOH IENH KOMIIETEHTHBIMH
OpraHH3alMAMH, HMEIOIIAMH JIMIEH3HIO Ha 3TOT BUJ AestensHocTH, a Takke DCTIOK Poccun u ©Ch
Poccun B mpemenax ux KomreTeHIHMH. KOHTpONB MOMKET OCYIIECTBIATHCS aIMHHHCTPATOPOM
6e30I1acHOCTH Kak C IIOMOINBK) INTATHBEIX CPEeNCTB cHcTeMBl 3amuThl [IJIH, Tak ¥ ¢ IOMOIIBEIO
CHENHANBHBIX TPOTPAMMHEBIX CpencTB KoHTpoysi. Ouenka sddexTHBHOCTH Mep 3amuTel [IJ1H
IPOBOJUTCA € MCHOJNB30BAHHEM TEXHHHYECKHX H IIPOIPAMMHBIX CPEICTB KOHTPOIS Ha MNpeaMeT
COOTBETCTBHS YCTAHOBJIEHHBIM TpeOOBaHUSAM.

9. Cdepsol oTBeTcTBeHHOCTH 3a GesonacHocTs I nn

OTBETCTBEHHBIM 3a pa3paboTKy Mep H KOHTPOIb Hajy obecmedeHreM Oe30I1acHOCTH
IIEPCOHANBHEIX JAHHBIX SBISIETCS PYKOBOAMTEND IIKOJEBL PYyKOBOIUTENL MOKET ACIECIHPOBATE YacTh
IOTHOMOYMH M0 0oOecrneueHHo 0e30MacHOCTH MepCOHaNbHBIX JaHHBIX. Cdepa OTBETCTBEHHOCTH
PYKOBOJIMTEIS BKIIIOYAET CIEYIOIIHe HallparneHnus obecneuenus 6eszonacHocty [1/TH:
- IIAHUPOBAHWE W peai3alis Mep 1o obecrneuenuio Hesonacnoctu [1/1m;
- aHamu3 yrpos 6esonacHocTd [1]1H;
- pa3paboTKy, BHEIPEHHE, KOHTPOJIb HCIIOJIHEHH U TIOIEPKAHKE B aKTyalIbHOM COCTOSHUY IOJIUTHK,
PYKOBOJICTB, KOHIIENIMH, HIPOIELYp, DPErinaMeHTOB, HHCTPYKIHA H JAPYrHX OpraHH3aldOHHBIX
JIOKYMEHTOB 110 o6ecriedeHuIo 6e301acHOCTH;
- o6yuenne u unpopmuposanue nonszopateneit MCIIJIH, o nopsaake paboter ¢ I1[[H ¥ cpencTBaMu
3alHTH;
- IIpeNIOTBpAllleHre, BLIABIECHHAE, PearnpoBaHHe H paccieoBaHne Hapymenud Gesomacuoctu [1J[H.
Ilpx B3aWMOJEHCTBHH CO CTOPOHHMMHU OpraHM3alUsMH B CIy4yasX, KOrja COTpPYQHHKaM 3THX
OpraHu3alnii MpeAoCTaBIsAeTCs AOCTYN K O0BEKTaM 3aIlUTHI (pasjen 4), ¢ 9THMH OpTraHH3alHAMH
NoKHO OBITh 3akimodeHo «Cornamedwe © KoH(puueHnuaneHocTH», 160 «Cornamenne o
cobrronennu pexuma 6ezonacuocts [1J1H npu BemonHenud pabot B UCTTTu».
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10. Mopenas HapymuTe st 6e30nacHocTH

ITog HapymmuTeleM I[OHAMaeTcs JIHIO, KOTOPOE€ B pE3yIbTATe YMBIIUICHHBIX —HIIH
HEyMBIIUIEHHBIX JeficTBiil MokeT HaHecTH yiepd obmextam sammuTel (pasmen 4). Hapymmrenu
nopasaensiores no npusHaky npuHaptexsoctd K MCII[IH. Bee napymmrtenn pemsirtcs Ha IBe
IPYIIIBL:
BHEINHHE HApyIIMTEeNd — (PU3MUECKHe JMIQA, He MMEIOIHe IpaBa NpeObBaHWs Ha TEPPUTOPHH
KOHTPOJIMPYEMO# 30HbI, B Ipejiesax KoTopo# pasmeraercs obopynosanne MCIIIH;
BHYTPEHHHE HapyIIHTeH — (u3ndeckwe NHIA, HMEIOIIHEe NpaBO NpeObIBAHHA Ha TEPPUTOPHH
KOHTpPOJIMPYEMO#i 30HBI, B IIpefieliax KoTopoii pasmemaercs obopynosanue UCII/TH.
Knaccubukanus HapymmTenei npeacrapiesa B Moaenu yrpo3 6e30macHOCTH ePCOHATIBHBIX TaHHBIX
xaxkmoit UCITIH.

11. Mopeas yrpo3sl 0€3011acHOCTH

Jng WCIIJIH koMbl BEIEIAIOTCS CIEAYIOIIME OCHOBHBIE KATETOPHH Yrpo3 0e30I1aCHOCTH
IIEPCOHATBHBIX JaHHBIX:
- YIpO3bI OT YTEYKH 10 TEXHUYECKHM KaHalaM;
- Yrpo3Bl HECAHKIIHOHMPOBAHHOTO 0CTYIIAa K HHPOPMAIIHH:
- YIpo3Bl YHHUTOXEHHMS, XHlneHus anmapaTHbX cpeiacts MCITJIn HocuTened WH(OpMaUUH IyTeM
¢usuueckoro pocryna K anemenrtam MCIIm;
- YIpO3bl XUIIEHNUS, HECAHKIIMOHUPOBAHHON MOUUKAIMH MK GIOKMPOBAHKS WH(POPMALHK 38 CUCT
necankimonuposannoro goctyna (HCJI) ¢ npuMeHeHHeM IpOrpaMMHO-aMMapaTHRIX U MPOrPaMMHBIX
CPEJICTB (B TOM YHCIIE IPOrPAMMHO-MAaTEMaTHIECKHUX BO3ACHCTBHI);
- yrpo3sl He TIpeIHAMEPEHHBIX JeHCTBHIl TONmb30BaTeNell M HapylleHuH 6e30MacHOCTH
dynxnuoruposanus UCTIn u C3I1[{x B ee cocTaBe m3-3a cO0EB B MPOrPAMMHOM OOCCIICICHUH, a
TaKke OT Yrpo3 HEAHTPONOreHHOro (cOOEB ammapaTypbl W3-3a HEHAJIEKHOCTH 3IIEMEHTOB, COOCB
3IIEKTPOIHNTAHNA) U CTUXUIHOrO (YAApOB MOJIHHMIA, TT0XapOB, HABOJHEHHH U T.I1.) XapakTepa.
- YTPO3bI IPeIHaMEPEHHBIX JeHCTBHI BHYTPEHHUX HApyLIATEIICH;
- Yrpo3bl HECAHKIMOHHPOBAHHOIO IOCTYIA IO KaHautaMm cBs3. OmnmcaHuwe yrpos, BEPOSTHOCTH HX
peaTH3alldM, ONAacHOCTh H AKTyallbHOCTh TpencTaieHsl B Mozmenn yrpo3 6e30MacHOCTH
nepcoHaNbHBIX gauubX kaxmod MCIIm.

12.MexaHu3M peaiu3alHiH KOHIENIHH

Peaymzanus KoHIenmuu IO/DKHA OCYIIECTBIATHECA Ha OCHOBE TEPCIEKTHBHBIX IIPOTpaMM H
IJIAHOB, KOTOPBIE COCTABILSIFOTCS HA OCHOBAHMH U BO HCIIOJTHEHHE!
- (emepanpHBIX 3aKOHOB B o6mactH ofecredeHHMs MHPOPMAIMOHHOM Ge30MAacHOCTH H 3allUTEHl
HHGOpMaLIHH; :
- HOPMAaTHBHO-TIPAaBOBEIX akToB [IpaBuTenscTBa Poccuiickoit @enepamuu; - PYyKOBOIAIIMX,
OpraHH3allMOHHO-PACIOPSIHTENBHBIX 1 MeToAuYecKuX JokyMeHToB @CTOK Poccnn;
- motpebuocteii UCTI/In B cpecTrax obecredenns 6€30macHOCTH HHOPMAIHH.

13.0:xnpaemblii 3¢ deKT 0T peaau3aluH KOHIEMIHHN

Peanuzanms Kornenmuu 6e3onacaoctu [1/IH B UCII/IH m03BOIHMT:
- omeHuTh coctosHue OezomacHoctH wHGopManuu MCIIJIH, BBIABHTE HCTOYHMKM BHYTPEHHHX H
BHEIIHMX yTpo3 HH(POPMAIMOHHOH OE30IaCHOCTH, OIPENEeNTHTh NPHOPUTETHRIE HAIPABICHHS
IIPEeIOTBpPAIlEHH S, OTPAKEHHU U HEHTPAIU3AIAH ITHX YTPO3;
- paspaGoTaTh pPAaCHOPAAHUTEIBHBIE W HOPMATHBHO-METOAMYECKHE JOKYMCHTHI MPHMEHUTEIBHO K
WUCIITx; - npoBecTH Kiaccudukanmio u cepTuduxanmio MCITx;
- TIIPOBECTH OpPraHH3ALHOHHO-PEKHUMHBIE H TEXHHYECKHE MEPONPHATHS IO obecrneueH IO
6esomacuocty [1/1a 8 UCIT/IH;
- obecreunTh HeOGXOMUMEL! ypOBEHb GE30MACHOCTH OOBEKTOB 3amMThl. — OCYIIECTBICHHE 3THX
MEpOIPHATHHA O0ECTICIUT CO3NAHHE ENMHOW, IETOCTHOH M CKOOPIUHUPOBAHHON  CHCTEMBI
nndopmannonnoit  Oesomacroctr  MICII[[H  ®  co3pmacT  ycloBHA Uil €@ JaTbHEHIIEro
COBEPIIEHCTBOBAHHS.
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